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Introduction 

Fintech is the financial technology and innovation that aims to compete with 
traditional financial methods in the delivery of financial services. It is an emerging 
industry that uses technology to improve activities in finance. There is a significant 
amount of variation in the performance and efficiency of existing National Health 
Service (NHS) Finance systems and processes, and the combination of a large and 
highly skilled financial workforce with state-of-the-art emerging technologies presents 
NHS Finance with an opportunity to address some of these disparities.

The first challenge however is simply to understand some of 
these technologies. This briefing will evolve to contain many 
technologies as they emerge but starts out with two complex 
technologies which are not widely understood. However, over 
the next decade if implemented securely, safely and correctly, 
they may offer improvements to the NHS and give NHS 
Finance an opportunity to directly contribute to the delivery 
of better value health and care for entire patient pathways. 

This briefing aims to provide a short history and a basic level 
of understanding of Artificial Intelligence and Blockchain 
technologies. It will also identify existing implementations in a 
finance setting and propose areas of opportunity, so together 
we can begin to think about what place these technologies 
could have in the future of NHS Finance. 
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Five years later Professor John McCarthy coined the term 
“artificial intelligence” (AI) which originally proposed a 
2-month study to investigate the assumption that:

62 years on from McCarthy’s (largely theoretical) study, 
Professor Dame Wendy Hall and Jérôme Pesenti in a 2017 
paper commissioned by the UK government states that “AI 
could contribute £630 Billion to the UK economy by 2035”3. 
In this briefing we will look at how AI has evolved over 
the past six decades, what today’s Artificial Intelligence 
implementations look like, and the opportunities AI could 
present to NHS Finance.

Artificial Intelligence: 
An explanation
In 1950 Alan Mathison Turing published a ground-breaking paper which posed the 
question “Can machines think?” 1

“Every aspect of learning or any 
other feature of intelligence can in 
principle be so precisely described 
that a machine can be made to 
simulate it. An attempt will be made 
to find how to make machines use 
language, form abstractions and 
concepts, solve kinds of problems 
now reserved for humans, and 
improve themselves.” 2

1  Computing Machinery and Intelligence, 1950
2  A Proposal for the Dartmouth Summer Research Project on Artificial Intelligence, 1955
3  Growing the artificial intelligence industry in the UK., 2017
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4  PROTRADER: A Human-aided Learning System for, 1987
5  Explaining decisions made with artificial intelligence, n.d.

6  Artificial Intelligence in Finance, 2019
7  Some Studies in Machine Learning using the game of checkers, 1959

Symbolic ai - 1955
Due to a lack of available computing power and electronic 
data, in 1955 AI was primarily mathematical and therefore 
suffered from an immediate lack of initial investment. For 
the first 15 years the technology experienced its first AI 
Winter until the 1980s when the US, Japan, and the UK began 
competing heavily in AI investment for the first time. 

 
 
 
 
 
 
 

 
This saw the first working implementations of early AI in the 
form of ‘Expert Systems’ 4 which were used to varying degrees 
of success for integrated personal financial planning and more 
notably ‘program trading’ on the stock market. The latter 
was thought to have contributed in part to the troublesome 
market swings of the late 1980s and ‘Black Monday’ which 
saw a 508-point drop in the Dow Jones Industrial Average 
(DJIA) which was the largest one-day drop in the index’s 
history. Though these systems tended to become more 
accurate as more rules were added, these systems were 
expensive to scale, labour intensive, and required significant 
upkeep. They also often responded poorly to complex 
situations where the formal rules upon which they generated 
their inferences were not flexible enough and lacked 
safeguards or appropriate exception handling. 5

At this time personal computers were introduced by IBM 
and Apple and the much harder to maintain ‘Expert Systems’ 
fell out of favour. Funding dried up and the companies 
themselves began to default on their promises. This led to 
a second AI winter until 1993 when The FinCEN Artificial 
Intelligence System (FAIS) was successfully implemented 
and in its first two years reviewed over 200,000 transactions 
a week identifying money laundering breaches worth 
approximately $1 Billion USD.6 This was one of the first 
consistent, scaled and financially successful demonstrations of 
AI and led the technology out of its second winter and into a 
new age of practical technological development.

Machine learning - 1995 
Machine learning (ML) was a term coined by Arthur Samuel 
of IBM in 1959 7. ML is a subset of AI and refers to the 
development of digital systems that improve their own 
performance on a given task over time through experience. 

ML is the most widely used form of AI, and has contributed to 
innovations like self-driving cars and data mining.

ML experienced significant practical advances in the 90s due 
to:

 ▪ improvements to algorithms
 ▪ increases in funding
 ▪ huge growth in the amount of data created and stored by 

digital systems
 ▪ the ability to access this data via the internet
 ▪ increased access to specialist computing hardware such as 

Graphical Processing Units (GPUs) and cloud computing.

AI WINTER

AI winter is a quiet period for artificial intelligence 
research and development. Over the years, funding for 
AI initiatives has gone through a number of active and 
inactive cycles. The label “winter” is used to describe 
dormant periods when customer interest in artificial 
intelligence declines.
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8   Glossary - Artificial Intelligence in Medical Imaging, 2019
9   Difference Between Algorithm and Model in Machine Learning, 2020 

 

ML has many moving parts so for the purposes of this briefing 
we are just going to look at the learning approaches and the 
learning process. At this juncture it is important to state the 
difference between an algorithm and a model. 

An algorithm is a formula or set of rules (or procedure, 
processes, or instructions) for solving a problem or for 
performing a task. In Artificial Intelligence, the algorithm tells 
the machine how to find answers to a question or solutions to 
a problem.8

A model is the output of a machine learning algorithm which 
has been run on data. A model represents what was learned 
by an algorithm.9

Learning Approaches
Learning approaches are the different ways in which an 
algorithm interacts with a new data set to learn from it. There 
are many learning approaches, but for the purposes of this 
briefing we will cover the three main ones: 

Supervised Learning is a task which allows an AI model to 
learn from labelled data.  
In healthcare, scans that are labelled as healthy and 
cancerous being used to train a model so that unlabelled 
images can be identified as healthy or cancerous.

Unsupervised learning is a type of machine learning 
algorithm used to draw interpretations from sets of data 
without any labelled responses. It can be used to find patterns 
or clusters within the data.  
An example of unsupervised learning is clustering. Sorting 
people into groups based on features but not labelling  
the groups.

Reinforcement Learning is a type of dynamic programming 
that trains algorithms using a system of reward and 
punishment. The algorithm is exposed to a total random 
and new dataset, and it automatically finds patterns and 
relationships inside of that dataset. The model is rewarded 
when it finds a ‘desired’ relationship, but it is also punished 
when it finds an ‘undesired’ relationship.8 
It is similar to the structure of how we play a video game, in 
which the character (algorithm) engages in a series of trials 
(challenges) to get the highest score possible (reward).” 
The algorithm learns without intervention from a human by 
maximising its reward and minimising its penalty. At first 
the character may move randomly, but the information from 
previous runs is stored and used to improve future attempts.
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10   A Survey of Optimization Methods from, 2019

Learning process
Whichever learning approach is used each ML system 
comprises the following components which form the  
learning process: 

1.  A problem includes definitions and formulations on the 
problems characteristics

2.  Data source includes definitions and formulations on 
the data’s characteristics

3.  Algorithm selection (See examples of algorithms)8

4.  Optimisation methods range significantly and 
include, First Order, High order, Derivative free and 
preconditioning optimisation methods – See this 
reference for examples10

5.  Validation and verification Validation is checking that 
the system meets the users needs (Are we building the 
right system) and verification checks that we achieves 
the specification (are we building the product right.

This explanation of Machine Learning may appear to be a bit too involved but understanding the building blocks can help 
us to better understand the opportunities that exist beyond comparatively mechanical Robotic Process Automation (RPA) 
implementations, which within the next 5 years could become commonplace in NHS Finance systems and processes. 

ML development continues today and is still the most widely used subset of AI, but as we move further along our time line 
towards the end of 2010 further improvements in computing power and data storage lead to the practical emergence of 
another subset of AI.

EXAMPLES OF ALGORITHMS

Logistic regression is a kind of statistical analysis that is 
used to predict the outcome of a dependent variable based 
on prior observations. For example, an algorithm could 
determine the winner of a presidential election based on past 
election results and economic data. 

Linear regression is a kind of statistical analysis that attempts 
to show a relationship between two variables. Linear 
regression looks at various data points and plots a trend line. 
Linear regression can create a predictive model on seemingly 
random data and highlight trends.

A decision tree uses a tree-like graph or model as a structure 
to perform decision analysis. It uses each node to represent 
a test on an attribute, each branch to represent the outcome 
of the test,

Random Forests are ensemble learning methods for data 
classification and regression. They construct a multitude of 
decision trees during the training and output the class that 
is the mode of the classes (classification) or mean prediction 
(regression) of the individual trees.
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Deep Learning - 2011
For a long time ML required a good deal of manual feature 
engineering, i.e. looking at data to extract features which 
were important and meaningful for a problem. Once these 
features were identified a simple model could be used. 

By increasing the complexity of the models, through the 
introduction of many more layers, it was found that these 
‘deep’ models could be taught to learn these features without 
human interaction, reducing human effort and hence reduced 
cost. 

In addition it was found that these deep models were able 
to identify complex features which were not easily found by 
human inspection. 

It was this combination of reduced cost and increased 
performance that lead to the rise of deep learning.

Deep learning (DL) is viewed as a branch of ML and as such, is 
also regarded as a subset of AI. 

By 2011, computer processing power and storage of big 
data were growing at a formidable rate and this combination 
brought a new age of supercomputer which meant that 
practical scaled work on Artificial Neural Networks (ANNs) 
became possible. 

The concept of these Neural Networks was first authored by 
McCulloch & Pitts11 in a 1943 paper which considered the 
human brain’s biological neural system as an appropriate and 
efficient processor by using layers of ‘neurons’ to perform 
different logic functions simultaneously. That is to say that 
our biological neural network (the human brain) makes 
connections (firing neurons) based on our perceptions and 
outside stimulus. 

ANNs try to make computers mimic the capabilities of the 
human brain in the way it processes information. ANNs are 
designed to replicate the functions of the neural structure of 
the human brain. They are adaptive, flexible, adjusting and 
learning with numerous and diverse external and  
internal stimulus.12

11   A logical calculus of the ideas immanent in nervous activity, 1943
12   Neural Networks, Artificial Intelligence and the Computational Brain, 2020

‘deep’ models could be taught to learn these 

features without human interaction
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Neural What?! Say that again please
An extremely over simplified example could be the pain we 
experience from getting burned by fire. When this happens 
for the first time, a connection is made in your brain that 
identifies the sensory information known as fire (flames, 
smell of smoke, heat) and relates it with pain. This is how we 
learn, at a very young age, to not get burned. Through this 
same neural network, we can do a lot of general learning like 
“ice cream tastes good”. These lessons are not always correct 
(there is bad ice cream!), but assumptions are corrected 
through more experiences, which allows humans the privilege 
of adaptive learning and to become generalists.

Practically DL is a statistical technique for finding patterns 
in large amounts of data. Generally speaking, the blueprints 
of a DL algorithm are ANNs. Just like in ML these DL 
algorithms can be used with the supervised, unsupervised, 
or reinforcement learning approaches mentioned earlier. 
Although deep learning solutions do produce impressive 
results, they are not able to rival the intricate complexity of 
the human brain. 

There are unsurprisingly many more areas of AI, ML and 
DL such as; Long Short Term Memory Networks (LSTM), 

Convolutional Neural Networks (CNN), Low Shot Learning 
(LSL) etc. But this briefing seeks to provide a primitive 
understanding of AI. 

If you are keen for a deeper dive, please have a look at the 
Bibliography. Alternatively, if you prefer a more accessible 
demonstration of a Deep Learning Neural Network you can 
watch the award-winning documentary Alpha Go on YouTube. 

ALPHA GO

AlphaGo is the first computer program that defeated a 
professional player on the board game Go in October 
2015. Later in October 2017, Alpha Go’s team released 
its new version named Alpha Go Zero which is stronger 
than any previous human-champion defeating versions. 
Go is played on 19 by 19 board which allows for 10171 
possible layouts (chess 1050 configurations). It is 
estimated that there are 1080 atoms in the universe.

Click here to watch the Alpha Go documentary
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Ai in finance

Today the UK government defines AI as: 

“The use of digital technology to create systems capable of performing tasks commonly thought to require intelligence. AI is 
constantly evolving, but generally it:

 ▪ involves machines using statistics to find patterns in large amounts of data

 ▪ is the ability to perform repetitive tasks with data without the need for constant human guidance” 13

In response to the paper by Hall and Pesenti 3  mentioned at the beginning of this briefing the government published an 
Industrial Strategy and placed Artificial Intelligence and Data as one of 4 Grand Challenges, which is now supported by the 

£950m AI Sector Deal. 14

The government also set up three new bodies to support the use of AI: 

 ▪ AI Council which is an expert committee providing high-level leadership in delivering the AI Sector Deal.
 ▪ Office for AI which works with industry, academia and the third sector to coordinate and oversee the implementation of 

the UK’s AI strategy
 ▪ Centre for Data Ethics and Innovation which identifies the measures needed to make sure the development of AI is safe, 

ethical and innovative. 

13  A guide to using artificial intelligence in the public sector, 2019
14  Industrial Strategy, Building Britain fit for the future, 2017

15  Government, Forging our Future: Industrial Strategy - the story so far, 
2018

In December 2018 a follow-up paper Forging our Future 15 
stated that the first mission of the Grand Challenge was to:

“Use data, Artificial Intelligence and innovation to transform 
the prevention, early diagnosis and treatment of chronic 
diseases by 2030.”

In the financial services industry, existing AI applications 
include algorithmic trading, portfolio composition and 
optimisation, model validation, back testing, robo-advising, 
virtual customer assistants, market impact analysis, regulatory 
compliance, and stress testing. 

In their original paper Hall and Pesenti 3  identified three areas 
of finance in the UK where AI has great potential: 

 ▪ personalised financial planning

 ▪ fraud detection and anti-money laundering

 ▪ process automation and efficiency 
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16  The Growing Impact of AI in Financial Services, 2019

Personalised financial 
planning 
While human financial advice is costly and time-consuming, 
AI developments such as robo-advice have made it possible 
to develop customised investment solutions for most of its 
customers, until recently this bespoke financial advice was 
reserved for a very small minority of wealthy individuals.

In the banking sector, AI powers the smart chatbots that 
provide clients with self-help solutions while reducing the 
call-centres’ workload. A number of apps offer personalised 
financial advice and help individuals achieve their financial 
goals, by tracking income, essential recurring expenses, and 
spending habits and constantly adapt to come up with an 
optimised personal plan for each user.

The biggest US banks, have launched mobile banking apps 
that provide clients with reminders to pay bills, plan their 
expenses and interact with their bank in an easier and more 
streamlined way, from getting information to  

completing transactions. 16 
Voice-controlled virtual assistants powered by the Internet 
of Things (IOT) devices like Amazon’s Alexa are also gaining 
traction fast. The presence of self-educating IOT devices will 
continue to scale, and users will be able to check balances, 
schedule payments and receive financial advice in the comfort 
of their own home without leaving the sofa or picking up  
their phone.

“Use data, Artificial Intelligence 
and innovation to transform  
the prevention, early diagnosis 
and treatment of chronic  
diseases by 2030.”

INTERNET OF THINGS (IOT)
The IOT is the interconnection via the internet of 
computing devices embedded in everyday objects, 
enabling them to send and receive data. Examples 
of ‘things’ that are ‘smart’  include Amazons Ring 
doorbell, Samsung smart Fridges, the iKettle or Phillips 
Hue smart lights
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Fraud detection and anti-
money laundering
Fraud detection was one of the earliest successful 
implementations of AI back in 1993 with the FinCEN Artificial 
Intelligence system mentioned earlier. In the decades since 
the fraud and money laundering sector has seen one of the 
most significant increases in AI adoption.

In a typical year the UK Serious Fraud Office (SFO) processes 
over 100 million documents in fraud and corruption cases. 
The SFO used the RAVN robotic system which is referred 
to as a Legal Professional Privilege (LPP) robot. RAVN sifts 
documents into “privileged” versus “non-privileged” piles, 
indexes and compiles summaries. In the Rolls-Royce bribery 
2017 case, RAVN processed 30 million documents at a rate 
of up to 600,000 per day (compared with a team of lawyers 
that would have processed 3,000 per day). The SFO is also 
considering other advanced ML techniques in other aspects 
of its operations. 6

LEGAL PROFESSIONAL PRIVILEGE (LPP) ROBOT

Legal professional privilege protects all communications 
between a professional legal adviser and the advisor’s 
clients from being disclosed without the permission of 
the client. The Robot reduces the time taken in such 
reviews by over 80% and greatly reduces the level of 
manpower needed to conduct the task. Accuracy levels 
are also improved.
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Process automation and 
efficiency
Robotic Process Automation (RPA) 17 is generally a precursor 
to the introduction of ML. Human error and a lack of 
standardisation in legacy processes is a consistent issue when 
managing risk and improving efficiency. 

A large global bank 18 wanted to automate its UK sales quality 
(SQ) process to improve 3 key areas:

 ▪ compliance risk - faults and errors in unchecked cases  
going uncorrected

 ▪ accuracy risk - inconsistency and potential oversights due to 
human involvement

 ▪ slow processes - time-consuming reviews and delayed 
feedback loop

The SQ team is responsible for reviewing the sale of financial 
products for regulatory compliance. Currently the team is 
required to check a sample of 10% to 15% of completed sales. 
A team of 120 human reviewers had to look at more than 10 
different data sources and 180 data points to find and extract 

the information they needed to complete an audit. Each 
review took around 4 hours.

The bank worked with an AI service provider to develop 
software to automate this internal compliance process. 
The structured data, which made up 20% of the total data, 
was fed directly into the new system. The other 80% was 
unstructured. This included letters and memos in PDF, as 
well as payslips and bank statements saved as images. At 
least 70% of the checks involved in the SQ process required 
unstructured data.

The service provider then developed AI models to extract the 
required data, using a different model for each document 
category. After testing, the AI models can extract the required 
data from unstructured data sources much faster and more 
accurately than the previous manual process.

Using AI helped the bank by providing:

 ▪ greater compliance - the team can review 100% of cases, 
instead of just a sample set

 ▪ improved accuracy - automated checks using AI models 
achieve close to 100% accuracy

 ▪ faster process - elimination of the backlog of checks and 
moving checks closer to real-time

 ▪ more time for team members to focus on  
making improvements

17  What is RPA? A revolution in business process automation, 2018
18  How a UK-based bank used AI to increase operational efficiency, 2019

ROBOTIC PROCESS AUTOMATION (RPA)

RPA is an application of technology, governed by 
business logic and structured inputs, aimed at 
automating business processes. Using RPA tools, a 
team can configure software, or a “robot,” to capture 
and interpret different applications for processing a 
transaction, manipulating data, triggering responses 
and communicating with other digital systems
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19  Artificial Intelligence and Public Standards, 2020

How did you decide that?
There are as expected some drawbacks to ML and DL 
methods. One of the most significant is that if questioned, the 
process by which AIs go through to arrive at their conclusions 
is generally unclear and known as the black box criticism. 
With neural networks, for example we can see the inputs and 
the outputs, but the layers of variables used to get from input 
to output are fairly opaque. In some scenarios this is a critical 
issue if we are trying to prevent unchecked discrimination or 
bias in lending models for example. 

Unrecognised bias can be a symptom of the model and 
optimisation algorithm not being calibrated correctly or 
being given the right parameters to scale, hence the critical 
importance of testing and validation before release. 

Asking humans to trust an output where the process 
itself cannot be explained or provided on request has 
unquestionably delayed adoption of the technology. 
However, as more AIs prove the accuracy of their analysis and 
predictions (without explaining their process) we may, after 
enough reliable outputs find ourselves trusting certain AIs 
quicker than expected.

Ethics, responsibility and 
stewardship
As we have seen from the 1980s expert systems, poor 
implementations of AI can lead to disastrous results. The 
Centre for Data Ethics and Innovation state that “Humans 
must be ultimately responsible for decisions made by any 
system...Good governance will require for each use case, a 
specific understanding of the appropriate division  
of responsibilities.” 19

The Committee on Standards in Public Life in an important 
2020 paper entitled Artificial Intelligence and Public 
Standards 19 has identified five areas of governance necessary 
for upholding public standards in this context: setting 
responsibility; monitoring and evaluation; internal and external 
oversight; appeal and redress; and training and education.

With the amount of automated data analysis and 
interpretation involved in AI implementations, public bodies 
above all have an obligation to ensure they apply and can 
evidence good practice and the highest standards when 
embarking on this undeniably valuable but uncharted journey. 

Risks of ai 
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20  Big data, artificial intelligence, machine learning and data protection, 2017

What about my data? 
Another significant risk particularly in the public sector is 
managing access to sensitive data which, generally speaking, 
has two key aspects:

 ▪ providing trust and confidence

 ▪ reducing transaction costs to sustainable levels.

Trust and confidence in the use of sensitive 
data
In the NHS data needs to be protected, for reasons of privacy, 
security and confidentiality. NHS data-holders need trust and 
assurance to be confident in being able to share data with  
AI developers. 

The Information Commissioner’s Office (ICO) describes it as;

“It’s not big data or data protection, it’s big data and data 
protection. The benefits of big data, AI and machine learning 
will be sustained by upholding key data protection principles 
and safeguards.” 20

These security challenges can be overcome by agreements, 
but as these are in most cases per-project there are barriers 
to collaboration, particularly at a local NHS organisation level. 
Confidence in these arrangements is not at a particularly high-
level as NHS organisations find it a challenge to confidentially 
share data with each other within an Integrated Care System 
(ICS) let alone with non-NHS AI developers and analysts. 

Developing examples of trusted solutions to build confidence 
is important but is widely considered to involve a significant 
amount of risk. There are a number of successful examples 
of data sharing within NHS Finance, but these are not 
consistently shared. Through its Innovation Programme the 
Finance Innovation Forum is keen to hear from  
those collaborations.

The potential for proven and trusted public-private data 
sharing is not all one way either. Public health organisations 
could work with data from supermarkets, transport providers 
and councils, to identify how to better encourage healthy 
lifestyles. Public sector bodies could significantly improve 
their decision making if they were able to use commercially 
held information, notably for the purpose of public health 
policy, natural and technological risk management, spatial and 
urban planning, managing energy supply grids or protecting 
the environment.

Reducing transaction costs of accessing data 
The few solutions that have reportedly provided trust and 
confidence also needed to be affordable and sustainable. If 
legal and procedural costs remain high for each transaction, a 
particular solution for data-sharing will not be taken up widely. 

Certain large companies have developed major advantages 
in AI technologies because of the abundance of data they 
generate and have access to. Google and Facebook use 
data generated through their other products and services 
continually to improve those offerings. The control and 
advancements that large tech companies have on this process 
means that if a successful solution is found, the costs for 
continuing with that learning are unsustainable. 

Furthermore, the model for data interrogation should be 
shareable and accessible to all organisations in the NHS, and 
with the right skills inside organisations they should be able 
to share their data in a pseudonymised and safe way retaining 
control but also gaining the benefits and insights AI can offer. 

 
 
 
 
 

“It’s not big data or data 
protection, it’s big data and data 
protection. The benefits of big 
data, AI and machine learning will 
be sustained by upholding key 
data protection principles  
and safeguards.”  19
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The risks are huge. Is there any hope for ai to 
look at NHS Finance data? 
It may appear to be all doom and gloom but there is hope. 
OpenSAFELY 21 is a collaboration between the DataLab at the 
University of Oxford, the Electronic Health Records (EHR) 
group at London School of Hygiene and Tropical Medicine, 
The Phoenix Partnership (TPP), Egton Medical Information 
Systems (EMIS) and other electronic health record software 
companies (who already manage NHS patients’ records) all 
work on behalf of NHS England and NHSX. 
This NHS-led collaboration has recently published a secure, 
transparent, open-source software platform for analysis of 
pseudonymised electronic health records data. All platform 
activity is publicly logged. All code for data management and 
analysis is shared, under open licenses and by default, for 
scientific review and efficient re-use.

This project was live within 42 days and is an example of 
a public sector led innovation project delivering value to 
the NHS. Open source and other free to implement AI 
frameworks include TensorFlow 22, Keras 23 and PyTorch 24 all 
of which have made building local machine learning models 
much more convenient.

The OpenSAFELY model of innovation and secure data 
interrogation is an example of how building a trusted 
environment to safely interrogate NHS data is very achievable, 
which begs the question what an NHS Finance owned AI could 
do for patient level insight in the UK. 

21  OpenSAFELY, n.d.
22  TensorFlow, n.d.

23  Keras, n.d.
24  PyTorch, n.d.
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Blockchain: An explanation
BRIEF HISTORY 
Centralised ledgers inherently present several risks, they 
are corruptible, hackable and are open to human error. The 
introduction of cloud computing helped to manage some of 
that risk by moving the Single Point of Failure (SPoF) from a 
PC to a server. For example, if a PC fails a ledger is not lost 
because a copy of the file is stored in the cloud. But if a server 
fails then the SPoF still exists, and the file is potentially  
lost forever. 

So, how do we remove the SPoF and hold numerous copies of 
the same ledger in different places? 

In 1991, the researchers Stuart Haber and W. Scott Stornetta25 
asked themselves the same question. They proposed practical 
methods for time-stamping digital data. Their logic is  
as follows:

 ▪ In the digital world, everything is modifiable. Usually, you 
have no chance to see whether the data was changed. To 
fight this, you need to time-stamp the information so that 
all the changes could be trackable.

 ▪ You need to time-stamp actual bits of content, not the 
moment when the file that stores this data was created.

 ▪ Also, the date and time of the time-stamp must not be 
forgeable. Mathematicians introduce hashes and digital 
signatures as possible means to solve this problem.

These points are the original principles of Distributed Ledger 
Technology (DLT). In 2002, Mazières and Shasha 26 continued 
to develop the DLT concept and were working on a protocol 
of a multi-user network file system called SUNDR (Secure 
Untrusted Data Repository). 

However, in 2008 Satoshi Nakamoto published a 9 page 
white paper entitled Bitcoin: A Peer-to-Peer Electronic Cash 
System27 which outlined a protocol (Blockchain) for the 
creation and exchange of, what has now become the most 
popular cryptocurrency, Bitcoin. All previous work on DLT 
immediately became the history of the Blockchain.  

So, what is it?
 At its core, Bitcoin was created to eliminate the expense of, 
reliance on, and delays caused by banks as intermediaries. 
Bitcoin transactions take place on the blockchain which is the 
equivalent of an electronic public ledger or shared record 
book. It uses a date and timestamp to establish ownership, 
removing the need for any intermediary, such as a bank. The 
protocol itself is private, secure and reliable and the system 
is opensource which has received rigorous interrogation by 
cryptographic experts and researchers.

In short, rather than allowing a single ‘trusted’ institution to 
control your transactions, blockchain is a public, open-access 
system that is extremely difficult to hack, corrupt or erase and 
it allows individuals to transact directly with one another with 
a guarantee of trust.

25  How to time stamp a digital document, 1991 26  Building secure file systems out of Byzantine storage, 2002
27  Bitcoin: A Peer-to-Peer Electronic Cash System, n.d.

SATOSHI NAKAMOTO

Interestingly Satoshi Nakamoto is the pseudonym 
who penned the original Bitcoin whitepaper and 
is the identity credited with inventing Bitcoin 
itself. While several people have claimed to be 
Satoshi, the true identity has never been verified 
nor revealed. Given the price of BTC today, Satoshi 
would be a billionaire.

ART OF THE POSSIBLE ARTIFICIAL INTELLIGENCE & BLOCKCHAIN |  17



28  Proof of Work (Pow), n.d.

THAT’S Great, BUT HOW DOES IT 
WORK?
When we talk about a shared record book, we aren’t talking 
about one single book. We are talking about thousands of 
copies of the same book on a network of computers that 
everyone can see. It is exactly the same everywhere. It is 
viewed digitally on computers and devices worldwide. It can 
record pretty much any data including smart contracts, votes 
and games, not just currency; however, for the purposes 
of this explanation we’ll refer to it in financial terms. In 
Cryptography (the study of encryption), scenarios are 
explained using the characters Alice, Bob and Charlie this 
example will do the same.

When Alice sends money to Bob using blockchain technology, 
a new line item (block) is created in the shared record book 
(ledger) detailing the transaction. This new block is sent 
to hundreds of other computers (nodes), all of which have 
an exact copy of the ledger. Those computers confirm that 
this transaction took place, and they agree (or disagree) 
that everything about the transaction is legitimate before a 
subset of nodes give that block a ‘tick’ of approval and adds 
it to the previous block, continuing the chain. To do this the 
nodes must agree that the block match exactly on each copy 
of the record. This approval process is coded and the time it 
takes depends on the level of approval required and the type 
of transaction; the standard is one hour but some recently 
developed applications using this technology are transacting 
in almost real time. 

Alice and Bob’s transaction is the equivalent of having a few 
hundred witnesses physically present and they watch Alice 
hand the money to Bob, and then all of these witnesses agree 
that Alice really did hand Bob the money, that it was the 
right amount and that Bob received the money at a specific 
time the witnesses can be sure of this due to immutable 
computational evidence, this evidence in bitcoin is called 
‘Proof of Work’. 28

 
 
There are no intermediaries in this exchange, no central 
bank or company that either Alice or Bob have to trust, Just 
a majority consensus that a transaction did indeed take place 
and the collective trust in the evidence that it did.

This ledger is not controlled by any one individual or 
organisation. It is collectively ‘owned’ by everyone who has 
a copy and participates in the blockchain – but ownership 
does not mean that any one individual controls the ledger. 
An individual does however have control over their personal 
account and its contents. This decentralised ledger is 
irreversible and immutable. Every new block entry will exist 
forever, for as long as the internet exists. If Bob wanted to 
refund Alice’s money, this would need to be a brand-new 
block in the ledger that sends the money back, not the simple 
crossing out or ‘crediting’ of the original transaction, this  
is impossible.

Additionally, if someone who has one or more copies of the 
ledger on their computer and was to try and dishonestly alter 
an existing transaction, those changes would be rejected by 
the many other computers (witnesses) used in the verification 
process - things wouldn’t match up. “Um Node! We all agree 
that’s a counterfeit block… transaction denied!”

PROOF OF WORK (POW)

Proof of work (PoW) is a decentralized consensus 
mechanism that requires members of a network 
to expend effort solving an arbitrary mathematical 
puzzle to prevent anybody from gaming the 
system. This is now widely considered an 
environmentally unsustainable consensus model 
and other currencies are choosing to use ‘proof of 
stake’ or ‘proof of burn’ instead.
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SO WHERE IS ALL THE MONEY?
Here’s one of the more challenging parts of this to grasp: 
when we talk about digital currency such as Bitcoin, there’s 
no physical repository of coins - that new block in the ledger 
is the money. Pretend that the first entry in a new ledger 
was by someone named Charlie, the founder of a new digital 
currency, who writes at the top of the book, “1 million coins 
now exist”. Charlie then hands coins out to many people, 
creating a new block for each transaction. Charlie sends 500 
to Alice, 1000 to Bob (Charlie apparently likes Bob more, than 
Alice), and so on.

To receive those coins, Alice and Bob would have to each 
provide an address for Charlie to send the money to, this is a 
‘wallet’ address. This is the equivalent of the account details 
your bank gives to you so you can receive money. Alice and Bob 
each have a very long, very secret code or ‘hash’ which gives 
them sole ownership of the block relating to their wallet. 

In this way, only they can create new blocks with the coins 
that have been sent to them. Once Alice has created a new 
block which says, “50 coins have been sent to Bob’s wallet”, 
Alice can no longer control those coins, only Bob can. This is 
how millions of people can have a copy of the ledger, without 
being able to add new blocks to any of the other 1 million 
coins that are documented in this ledger.

Don’t forget about DLT
Before we move on to the applications of blockchain in 
finance it is important to note that the blockchain is still just 
one type of Distributed Ledger Technology (DLT). Whilst 
blockchain is by far the most notorious implementation of 
DLT, recently development has been leaning towards DLTs. 
The differences between Blockchain and DLTs are as follows; 
In DLT the blocks do not have to be stacked in sequence, 
Proof of work/stake/burn is not required as a consensus 
model (which allows for much better scalability), tokens are 
not necessary, and DLT is a database that spreads across 
nodes and therefore data can be represented differently 
in each copy of the ledger. With all that said DLTs are still 
decentralised (don’t need a central authority to validate 
transactions), are still immutable, and if implemented 
correctly offer robust security. 
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29  (Interview, n.d.)
30  (Blankfein: Goldman does not need a bitcoin strategy, n.d.)
31  Investopedia, What is Ripple(XRP) ?, n.d.

32  FinTech Accelerator Proof of Concept, 2017
33  England, Central Bank Digital Currencies, 2021

Because the blockchain protocol is the system that has 
allowed the free exchange of all cryptocurrencies without 
an intermediary it is unsurprising that the technology has 
experienced low levels of adoption, particularly in the banking 
sector. In September 2017, JPMorgan Chase CEO Jamie 
Dimon derided Bitcoin: “It’s worse than tulip bulbs,” he said, 
referencing the 17th-century Dutch tulip market bubble. 
“It won’t end well. Someone is going to get killed.” 29 Lloyd 
Blankfein, senior chairman of Goldman Sachs, echoed that 
thought, saying, “Something that moves 20% [overnight] does 
not feel like a currency. 30 It is a vehicle to perpetrate fraud.” 
Because blockchain technology has been used primarily for 
the introduction of new unregulated digital currencies it is 
recognised as a threat to the banking sector and therefore the 
underlying technology has been overlooked. 

Despite the banking sector resistance in 2017 the Bank of 
England published a Proof of Concept (POC) and set up an 
experimental simulation using Ripple 31 to test settlements 
across two different currencies. It wanted to test a variety of 
different scenarios, including making sure that a transaction 
won’t go through if there’s inadequate funds in the account. 
The POC succeeded in all the scenarios and demonstrated 
that it took fewer steps over all to settle accounts by using  
the blockchain. 32

In April 2021 the Bank of England announced a new Central 
Bank Digital Currency (CBDC) Taskforce 33. The intention 
being that the CBDC will be a new form of digital currency 
issued by the bank alongside cash. This is not being classed 
as a ‘cryptocurrency’ at this stage but does appear to be 
suggesting the use of DLT as a model for tracking transactions.

Stepping away from blockchain, DLT is still a disruptive 
technology and many of the long-standing centralised 
ledger practices in finance today would change if DLTs 
were introduced. There are very few if any reportable 
implementations of DLTs at this time but in the coming years 
as large organisations begin to look at manageable ways to 
track interactions across a single complex network it is likely 
that DLTs will be seriously considered. 

If for example the Bank of England moves forward with its own 
digital currency, then over the next few decades it wouldn’t be 
unreasonable to consider distributed ledger models as a more 
efficient means to manage the (Excluding COVID funding) £159 
billion (2021/2022) 34 allocated to the NHS. 

Blockchain in Finance

RIPPLE (XRP)

Ripple is a blockchain technology that acts as both 
a cryptocurrency and a digital payment network 
for financial transactions. Ripple’s main process 
is a payment settlement asset exchange and 
remittance system, similar to the SWIFT system for 
international money and security transfers, which 
is used by banks and financial middlemen dealing 
across currencies.
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Risks of 
blockchain
For private Blockchain or DLT implementations there are a 
whole host of technical risks that need to be considered, 
these include; key management, data management, 
performance and scalability, chain protection, integration 
and interoperability, regulations and compliance, disaster 
recovery, privacy, network and chain management to name  
a few.

Although the original protocol is immutable in theory there 
are also points of vulnerability within public blockchain 
implementations. If for example Bob has control of more than 
50% of the entire network, then control of the network sits 
with Bob. This is known as a 51% attack and smaller scale 
cryptocurrency implementations are vulnerable to that. 

However, for established coins such as Bitcoin with £652 35 
Billion  in circulation, Bob would need to control the validation 
nodes for more than half of that entire network to control 
it. Which for such a sizeable blockchain is computationally 
unfeasible. 

Weaknesses also exist when blockchains interact with the 
real-world via software clients or third-party applications. 
In addition, smart contracts which are executable computer 
programs stored in certain types of blockchains also present 
a risk but on balance these issues are typically due to poorly 
written or exploitable code in the smart contracts themselves. 

Mathematically, the core protocols of blockchain technology 
if implemented to the letter and without fault offer an 
immutable open-source transaction record that users 
can trust to an acceptable degree. Non-currency based 
implementations of the blockchain protocol can offer 
noticeable improvements to transaction based processes. At 
this early stage there is very little real-life evidence of other 
DLT implementations so assessing the risks here are out of 
scope for this briefing. 
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When researching finance implementations of both emerging technologies, the 
examples tended to focus on the finance sector, specifically banks, fraud and money 
laundering bodies and insurance. 

The NHS is in a unique position employing circa 1.7 million 
staff 36 and is in the top 10 biggest employers in the world. 
We have over 16,500 NHS Finance staff working in more than 
350 organisations towards a similar goal, but in very different 
ways. It is safe to say there isn’t another organisation like it 
and therefore any opportunities where emerging technologies 
could add value will need to be carefully considered as this 
will not just affect the Circa £159 Billion allocated to the NHS 
(in 2021/22) but also and more crucially it will have a direct 
impact on the health and care of all UK citizens.

With that said, developments in technology are inevitable and 
there are many opportunities for NHS Finance to improve; the 
efficiency of the function, its capacity to provide analysis and 
insight of activity and resources used, and finally, the value of 
health and care the NHS delivers to its patients and taxpayers.

The opportunity for 
NHS finance

34  The Department of Health and Social Care’s budget, 2021
35  Number of Bitcoins in circulation worldwide at August 15, 2021, 2021

36  (Staff in NHS, 2021)
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37  PEEPPOL, n.d.
38  What is Ethereum?, 2021

E-Invoicing and Procurement 
The last five years has witnessed a deliberate public sector drive for adoption of 
Pan-European Public Procurement Online (PEPPOL) which is a set of artefacts and 
specifications enabling cross-border e-procurement. It is not an e-procurement 
platform, but instead provides a set of technical specifications that can be 
implemented in existing e-procurement solutions and e-commerce exchange 
services to make them interact with different systems across Europe. Trading 
partners can use PEPPOL to exchange standards-based electronic documents over 
the PEPPOL network, including e-orders, e-advance shipping notes, e-invoices, 
e-catalogues and more. 37

The NHS is still a while away from considering a blockchain 
or DLT solution to further improve the efficient transaction 
of e-invoices and procurement. However, by already 
standardising and digitising through PEPPOL NHS Finance 
are in an advantageous position to consider a new kind 
of organisationally distributed but logically centralised 
e-invoicing address registry. By utilising an Ethereum 38 
style implementation NHS Finance could find itself as one 
of the first UK public sector adopters combining blockchain 
and smart contracts to facilitate, better adjudication and 
processing, thereby removing significant friction in today’s 
transactional processes

In the short term Blockchain technology implementations 
seem less tangible than the more accessible opportunities in 
automation and AI. Mainly, this is because these technologies 
seek to improve existing processes and data sets whereas 
Blockchain or DLT would replace existing services in NHS 
finance entirely. 

Blockchain

ETHEREUM

Ethereum is a blockchain platform with its own cryptocurrency, 
called Ether (ETH) or Ethereum, and its own programming 
language, called Solidity.

As a blockchain network, Ethereum is a decentralized public 
ledger for verifying and recording transactions. The network’s 
users can create, publish, monetize, and use applications on the 
platform, and use its Ether cryptocurrency as payment. Insiders 
call the decentralized applications on the network “dApps.”

As a cryptocurrency, Ethereum is second in market value only 
to Bitcoin, as of May 2021.1
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39  What is PLICS?, 2020

AI 

Driving increasingly efficient 
NHS finance systems and 
process
With such a variety in NHS Finance systems and processes, 
RPA (Robotic Process Automation) is increasingly common and 
helps to automate manual routine finance responsibilities. 
Including streamlining transactional tasks and closing 
the ‘time’ gap between data and information to allow 
faster reporting. Because process mapping is a necessary 
component of RPA implementation it sets the stage well for 
the addition of an AI with learning technology.

For example, invoicing has been known to be a frustrating 
task for accounts receivable and credit control staff. Often 
the incorrect amount is paid for an invoice, the invoice is 
submitted incorrectly, or PO numbers are missing. Rectifying 
this can be a repetitive drain on resources and manual time. 

An ML model if exposed to enough information could support 
finance teams in real-time by making suggestions to teams 
on matching payments to invoices. With this, finance teams 
can not only better ensure accuracy in aligning payments, 
but they can also cut down the time spent manually tracking 
down the relevant information and spend more time adding 
value through strategic decision making.

PLICS & predictive and 
prescriptive analysis
Patient-Level Information and Costing Systems (PLICS) bring 
together healthcare activity information with financial 
information in one place.  PLICS provides detailed information 
about how resources are used at the patient-level, for 
example, staff, drugs, and diagnostic tests.

All acute trusts are required by NHS England and NHS 
Improvement to calculate their costs at patient level, and 
over the next couple of years the same will be true for mental 
health, community and ambulance services, with early 
adopters already having achieved this. 39

NHS England and NHS Improvement currently run an annual 
National Cost Collection which totals around 4 billion rows  
of information. 

The PLICS systems themselves require a huge amount of 
processing power and every NHS trust has the equivalent of 
a ‘pedigree racing horse’ lying relatively dormant for a large 
portion of the year. 

Assuming that all necessary data protection and 
confidentiality requirements have been negotiated and 
satisfied, an unsupervised machine learning approach with 
an out of the box clustering algorithm pointed at a trust’s 
pseudonymised PLICS data could group, recognise and report 
areas of unwarranted variation at scale. 

AI can be applied to detect patterns latent in unstructured 
data to produce breakthroughs that can improve the value of 
the information flagged.

Traditional analytic tools are likely to be replaced by machine 
learning algorithms which can help to predict patient and 
clinical behaviour to maximise an organisation’s resource 
allocation and the value of health and care delivered to the 
patient. Longer term we would see future Multi-Disciplinary 
Teams receiving prescriptive analytics from a mature ML or 
even DL AI on areas of healthcare improvement out of scope 
for existing analysts and analytic tools. 

There are of course a significant number of resource and 
priority related issues that need to be tackled first in costing 
for local teams to be able to give the attention these  
datasets need.
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Reporting to finance and non-
finance
Natural Language Processing (NLP)8 is a method to translate 
between computer and human languages. The ultimate goal 
of NLP is to build software that will analyse, understand, and 
generate human languages naturally, enabling communication 
with a computer as if it were a human. This technology is 
making huge progress in consumer products like  
Amazons ‘Alexa’. 

Certain AI platforms can provide Natural Language Generation 
(NLG) by converting data into sentences to allow non-finance 
and clinicians alike to understand the financially driven 
insights in a familiar and understandable manner.  

As the models are exposed to more data and more human 
decisions (reinforced learning) there is enormous potential for 
AI to support CFOs and finance directors in informing strategy.

These NHS Finance owned devices could be used in high 
level meetings and board members, FDs and CFOs could 
interrogate the data in real-time. This technology would not 
only enable uninterrupted meetings, but also allow finance 
leaders to make informed decisions with confidence. 

NLP (NATURAL LANGUAGE PROCESSING)

NLP is regarded as one of the most successful branches 
of AI and a method to translate between computer and 
human languages. Traditionally, feeding statistics and 
models have been the method of choice for interpreting 
phrases. Recent advances in this area include voice 
recognition software, human language translation, 
information retrieval, and artificial intelligence. Natural 
language processing is also being developed to create 
human readable text and to translate between one 
human language and another. The ultimate goal of 
NLP is to build software that will analyse, understand, 
and generate human languages naturally, enabling 
communication with a computer as if it were a human.
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Closing statement

As new technologies continue to emerge this Art of the 
Possible briefing will evolve to include accessible explanations 
and implementations from different industries. Through our 
Innovation Programme we will also point to NHS finance 
innovations that use these emerging technologies. We hope that 
this resource will grow to become an accurate account of NHS 
Finance’s adoption of Fintech, as it becomes part of a new model 
for our systems and processes to operate. 
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Resources

In addition to the Bibliography below the following resources may 
provide helpful reading in some of the areas covered in this briefing 
and readers are encouraged to continue their personal research by 
exploring these links. 

 ▪ Machine Learning at Central Banks by Chiranjit Chakraborty, Andreas Joseph: SSRN

 ▪ How neural networks work - A simple introduction (explainthatstuff.com)

 ▪ Machine learning: the power and promise of computers that learn by example (royalsociety.org)

 ▪ The_Dstl_Biscuit_Book_WEB.pdf (publishing.service.gov.uk)

 ▪ Andrew Ng X-Rays the AI Hype - IEEE Spectrum

 ▪ How artificial intelligence makes healthcare finance more human (hfma.org)

 ▪ The exam question: How do we make algorithms do the right thing? (bcs.org)

 ▪ 2018-10-26-conceptualising-dlt-systems.pdf (cam.ac.uk)

 ▪ DLT-in-the-Supply-Chain_UCL-CBT.pdf

 ▪ Artificial intelligence by Michael Wooldridge
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further information
You can find further information on the Value Maker  
network on our website: www.financeinnovation.nhs.uk  
Or contact us at finance.innovation@nhs.net

One NHS Finance brings together the Future-Focused Finance, National Finance Academy, and the Finance 
Innovation Forum programmes and networks to make sure that everyone working in NHS Finance has access 
to skills, knowledge, methods, and opportunities to influence and enhance patient services.


